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Abstract

This paper presents security of cloud storage system
protocol which could guarantees confidentiality, integrity and
availability for store sensitive and important information. The
designed protocol use Symmetric-key cryptography schemes,
Advanced Encryption Standard (AES) and Shamir’s Secret
Sharing to share confidential information into several parts of

distributed to storages.
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2.1 Cloud Storage [4 ,8]
maTuTagnuunguIus (Cloud Technology) N
o s Y a ' a s I A
SnannuIntdumsldusasniussuuounesiiai

v P} v v o a
’d’liJ']iﬂiENi‘Uﬂ']ii“lf\i']umlﬂﬂillﬂﬂﬁﬂii Uaggdnlu



g ~ A i Sy o A o
’Jﬁﬁﬁ’MﬂﬂﬁﬂTl‘lmﬂi‘uiﬁﬂﬂﬂqum@i!mzi8‘1J“]Jﬁ15ﬁu&‘1/]ﬁﬂ§$Qﬂ@] 09 2 RUUN 1 WEeU - NUe1BU 2555

= Y1~ 9q Y o 2 v Yo

rdesnmuinidldoauswaunn silwiinldiuan
a ' ' 4 <y a o '
Hened1aunInatey iesnmdunsusnisninensedis
) 1 @ v A s I A <3 o 9
Aua1 Usgnevnuilvgiiudwmesitiaiininsigaii1d
maTuTaduvunguma ldsuanuilongs Uszinnvesms
Tdusnsd 3 Uszanldun

1. Software as a Service (SaaS)

2. Platform as a Service (PaaS)

3. Infrastructure as a Service (IaaS)

M3 1RUTMS Cloud Service Hwategluuy 019

' Y a a ¢ . . Y a
1Y AT IHUTNTOINA (Electronic  Mail) P15 IAUTAS

v

150U wd9AN (Social Network) ma s maRuisaiy
ﬂajjﬁlilua (Storage)
2.2 Secret Sharing Schemes [1]
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2.3 HMAC [6]

Hash-based Message Authentication Code Wums
i$hsiaTaoldilaidu MDs wie SHA-T  &afimslda
SHAfY (Secret  Key) 191113 3miuilaridy Hash tito 19
Yareneusansnaev ldmundnmaeduainea

v
19 o/

18] MAumailuddedoyariuinia

U

msx%’nﬁﬁé’ummgmeﬁiuqa (Advanced
Encryption Standard) 183ums3suseslassgunaansyludl
1997 Taean1iu National Institute of Standards and
Technology (NIST) Sanes iy Block Cipher Iag
T¥udendoyavuin 128 1 196 1ia uaz 256 ia lag
19 ez 256 1n

mnsaldadldening 128 1in 196

o ax Ao Yt o 4' o
gane3iuil Idsumsesnuuuliinmshiauimuzauiy
Twsisanaosjuluinag 19Uty Smart Card 14
2.4 Symmetric-key cryptography [2, 3]
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