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Abstract—Before the COVID-19 epidemic, getting the
document printed and signed among the parties in the
company are not that difficult. Since everyone is working
onsite, taking several hours in the company collecting for
the signature on paper is worth legal enforcement. During
the epidemic, many government agencies and companies
have adopted a new working style by having the employee
remotely work from home. However, the employees do just
have only online meetings, or can the employee remotely
work become a real concern. In this case, getting the
signature might take several days to weeks since the parties
are remotely located. According to Thai laws, signing on
important matters such as accounting or legal would still
require a signature on the paper or a trusted electronic
signature. The general solution is to leverage digital
certificates issued by Certification Authority (CA) to
provide trusted electronic signatures. In this paper, we
analyze the cost and security of the existing solutions. A
novel trusted electronic signature solution is proposed. We
show that the proposed approach greatly reduces the cost
while the security level is maintained.
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. INTRODUCTION

In Thailand, electronic signature has been legalized in
Electronic Transaction Act since 2001 [1]-[4]. The act
defines electronic signature and sets electronic signature to
be honorable as a signature on a paper. According to the
Act, an electronic signature [1] is defined as letters,
characters, numbers, sounds, or any other symbols created
in electronic form which is used in conjunction with
electronic data to show the relationship between people and
electronic data to identify an individual. The owner of the
electronic signature relating to that electronic data and to
show that such person accepts the statements in the
electronic data. While the definition of electronic signature
is broad and not specific in any technology. Many people
are still attached to the signature canvas drawn on the file.
Therefore, most of the employees feel comfortable to take
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several hours getting the document signed within the
company to make the document be fully legal enforcement.

During the COVID-19 epidemic, the government tries
to reduce the infection rate by having all the officers in
government agencies remotely work from home [5]. Many
private companies also mitigate the epidemic effects, by
having a schedule for the employees to work onsite and
work from home. Furthermore, the trends of working from
home among the new generation employees are growing
[6]. Since the situation has changed, getting the signature
signed on the document might take several days or weeks
because the documents either needed to be sent by post or
waited for the parties to sign in a specific order depending
on the workflow. As a result, an information system such as
an electronic document (E-Document) comes into a major
player where every user can sign in to view, download, and
sign the document. However, signing the document in
technical might be updating a row in the database that a
particular user accepts the statements in the document. One
of the major issues of this type of e-Document is that the
system administrator has the power to override the user’s
acceptance of the statements in the document. Unlike
signing on the paper, the user is repudiable to the statements
on the e-Document system.

Electronic Transaction Act [1] categorizes the electronic
signature into three types. The first type is a general
electronic signature, which is defined in section 9 of the Act.
The general electronic signature that electronic information
stating the user's intention to the electronic data such as
sending an email or drawing a signature canvas on the
document file. The second type is a trusted electronic
signature, which is defined in section 26 of the Act. This
type makes use of a digital certificate issued by public key
infrastructure (PKI) [7]. In the PKI, a user can
independently generate a cryptographic key pair that
consists of a private key and a public key. The user uses a
public key to register on the system and signs the document
using a private key. The other can obtains the user’s public
key to verify if the user signs the document. The third type
is a trusted electronic signature, which is defined in section
28 of the Act. This type of electronic signature does not only
use a digital certificate but the certificate is also issued by
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the certification authority (CA). This could be done by
having the CA identify the user identity after which the CA
uses its private key to encrypt the user’s public key. As the
public keys of all the certificate authorities are shipped with
major operating systems, the users can use their system to
verify the identity of the other users.

Using cryptographic keys alone only does not satisfy the
trusted electronic signature stated in section 26 and section
28, to satisfy a trusted electronic signature, there are the
other two requirements. One is that the signing process of
the system should allow the users to independently use the
private key to sign the document without the intervention of
any others including the system administrator. Therefore,
the user’s private key is required to reside on the user’s
device and the signing is processed by the user’s device. As
a result, only trusted electronic signatures in the Act have
non-repudiation property as the signing process can be done
only by a specific user with a specific device. The other is
that the system should be able to detect if someone was
tampering with the electronic signature. This would require
another third-party node as a witness to record the existence
of the document. The simple solution is to set up a new
timestamp server to record the hash of the document.

The organization in this paper starts with the
introduction in Section 1. Then we discuss the related
technology and the existing solutions in Section 2. After
that, the proposed solution using blockchain-based
electronic signature is discussed in Section 3. In Section 4,
we then evaluate the proposed solution according to the
laws and compare it to the existing solutions on the market.
Finally, the conclusion is made in Section 5.

Il.  RELATED WORK

In this section, we first discuss the related research
works that provide a core feature to trusted electronic
signatures. Then, the existing solutions are explained how
they construct trusted electronic signatures.

A. Related Technology

The PKI was first introduced to fix the security of the
Internet [7]. The system is based on the chain of trust among
CA. The root CA uses its private key to sign the public key
of the sub-ordinate certificate authorities to make all the
sub-ordinate certificate authorities trusted. Each CA is an
entity that provides the chain of trust. While the Internet
becomes larger over time, the developers are not concerned
of leverage the PKI system [8]. This could be the cost of
purchasing digital certificates from a small group of CA.
Though the cost of the digital certificate has been
significantly reduced over time as the Thai government has
its own CA [9], [10], the major problem is still the cost
model that we have to pay for security per user per year.
After the advent of the blockchain in the financial industry
[11], blockchain becomes the protocol of decentralization
that allows anyone to create a trusted environment from the
trustless environment [12]. The PKI leveraging Blockchain
gain interested from many researchers by proposing the
blockchain storing domain and their associated keys of
X.509 certificate [13]-[17]. Since the blockchain protocol
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itself provides redundancy by nature, the blockchain-based
PKIs are secured and solve the problem of being a single
point of failure or being compromised. Furthermore, some
research works improve the privacy issues by not linking
identity to the public key [18]-[20]. However, none of the
existing works have adopted the blockchain to store and
manage electronic signatures directly.

B. Existing Solutions

According to the trusted electronic signature solutions
that are compliant with Thai laws, we surveyed and
categorized the existing solution into 4 solutions as shown
in Table I. The first solution [21]-[23] is that every user in
the system purchases their digital certificate from the CA.
This solution exchanges the low maintenance cost with the
high recurring cost of a digital certificate. The second
solution [21]-[23] is to use the general electronic signature
which has a flaw to the user’s repudiation within the
company as the current workflow could be replying to an
email among the employees while the management only
purchases the digital certificate from the CA. This solution
is cheaper than the first one does, but the trusted electronic
signature is applied to external documents only. The third
solution [24] is that everyone including the management
uses a general electronic signature to sign. After getting the
signatures from all the parties, the system uses the digital
certificate of the company to sign as the last party. This
solution is cheaper than the second one does, as all the
signatures are not trusted but the last version of the file can
get a trusted certified icon in PDF reader. The last solution
is that the company deploy its self-signed certificate and use
this certificate to sign its employees which can be done
using an open-source toolkit such as OpenSSL [25]. This
solution is the cheapest as no digital certificate from CA is
purchased. However, the cost of maintaining the PKI
system might be a burden. In addition, all the systems need
to separately install the company self-signed certificate
which might not be possible with the external document.

Though the existing solutions were proposed to solve
the cost of purchasing digital certificates from CA, the
security is more compromised and limited when the cost is
reduced. There are three main problems with the existing
solution. First, all four solutions do not solve the certificate
cost model which is per person per year. Second, the
company needs to handle the problem of who is responsible
for the cost of the digital certificate from the CA when the
company needs to use the trusted electronic signature with
its customers and its employees. For example, digital
certificates are typically secured by a USB token.
Therefore, it is the company’s responsibility or the
employee’s responsibility in case of a lost token. The last
problem is that when the users sign the document using its
private key. There is no record elsewhere except the file.
Therefore, the e-Document system needs to set up a trusted
timestamp server such as the TEDA e-Timestamp server
[26] to witness the file existence using its hash value.
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TABLE I. EXISTING SOLUTION COMPARISON
Solutions Certificate + Trusted Timestamp
Management | e-signature server
cost (Section 26)
Everyone buys a High Yes Yes
certificate from
CA.
Only management Medium No Yes
buys a certificate
from CA.
The company buys Low No Yes
a single certificate
The company Medium Yes Yes
deploys its own PKI
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Figure 1. The system architecture

I1l.  BLOCKCHAIN-BASED ELECTRONIC SIGNATURE

To solve the existing solution’s problems, we proposed
the method of using a public blockchain as an infrastructure
to store and verify the electronic signature. Note that our
method was registered as a patent application no.
1901000305 [27] and a petty patent application no.
1903002905 [28].

The system architecture of the blockchain-based
electronic signature consists of 5 components which are
shown in Fig. 1. 1) The user is the person who creates and
uses an electronic signature. The user uses the mobile
application which can generate the key pair according to the
blockchain rule. The implementation of the mobile
application is done as a crypto device with a user-defined
memorized secret according to ETDA recommendation
[29]. The mobile applications are available in both Play
Store [30] and App Store [31] as shown in Fig. 2.
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Figure 2. Mobile Application screenshot
(a) Play store (b) App Store

The key pair is encrypted using the combination of the
user’s secret and the developer’s secret so that both the user
and the developer cannot gain access to the key pair
database directly. 2) Blockchain refers to a blockchain node
that provides an API interface to the application and
connects to the blockchain network. There are mainly two
types of blockchain; one is account-based and the other is
unspent transaction output (UTXO) based [32]. One of the
important features in the UTXO blockchain is that the
transaction creation process requires the output of the
previous transaction to be an input of the newly created
transaction. As a result, we take advantage of this
requirement to create tightly coupled blockchain
transactions between the user and the e-Document system.
3) E-Document is a web application that performs
document circulation and document access control, as
shown in Fig. 3. The e-Document also has a key pair
generated that could represent the company. 4) Database is
used to store the reference of the transaction to the
blockchain. 5) Cloud storage is used to store the document
to make the e-Document component stateless and scalable.

Figure 3. E-Document component screenshot

There are 7 steps for the workflow describing in Fig. 1.
Step 1, the web administrator has a provisioned account for
the user in the e-document system to use the existing
authentication of the company such as Google Sign-in or
Azure Active Directory. Step 2, the user submits the
identification photos which will be stored in the cloud
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storage. Step 3, the user installs the mobile application and
generates the key pair. Step 4, the user submits his/her
public key to the e-document system. At this point, the e-
document system does not trust that the user holds the
private key associated with the input public key. Therefore,
the system generates a blockchain transaction storing the
hash of identification photos called e-signature request and
sends it to the user’s public key in the blockchain. Figure 4
shows the structure of the e-signature request adapted from
[27]. The e-document system uses a company private key to
sign the transaction and sends it to the user’s public key with
the electronic signature data in the OP RETURN field. The
OP_RETURN field is the data field available in the UTXO-
based blockchain.

E-Signature Request in UTXO Blockchain

Input Output

[0] Company’s public key ‘ ‘ [0] User’s public key ‘

‘OP_RETURN Electronic Signature ‘

Figure 4. E-Signature Request Data Structure

Step 5, if the user’s input public key is correct, the user
could use the mobile application to download the
transaction associated with its public key, create a new
transaction called e-signature response shown in Fig. 5. In
the e-signature response, which is adapted from [27], the
user’s device uses the output of the e-signature request to be
as an output in an e-signature response while the output of
the e-signature response is pointed back to the company’s
public key. For the electronic signature data, we design it to
offload the computational task to support low processing
power like a low-price phone or internet of things device.
Therefore, the mobile application does not need to calculate
the hash value as the value is stored in the transaction that
was sent to the user’s public key.

E-Signature Response in UTXO Blockchain

Input Output

[0] User’s public key ‘ ‘ [0] Company’s public key ‘

‘OP_RETURN Electronic Signature ‘

Figure 5. E-Signature Response Data Structure

Step 6, the user uses his/her private to sign a new
transaction and send it to the blockchain. After that, in step
7, the e-document system can obtain the transaction using
its public key. If the data store in the transaction is matched
to the transaction that was sent by the e-document system,
this proves that the user holds the private key according to
the submitted public key.

Note that before using an electronic signature in our
solution, the user must perform an identification process.
The electronic signature on the document process is done as
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the same identification process does but the hash value is
calculated and combined from the user’s intention and the
document using Merkle tree [33] is used instead of that from
the identification photos.

IV. PROPOSED ARCHITECTURE EVALUATION

In this section, we evaluate the proposed architecture in
2 issues. One issue is the law-related issue and the other
issue is the digital certificate issue.

A. Law-related issue

We evaluate if the electronic signature is compliant with
the trusted electronic signature according to the Act.
According to Electronic Transaction Act. section 26, the
trusted electronic signature must satisfy all 3 requirements.

1) The electronic signature must link the owner

The e-document system does not trust the input public
key that the user added to the system. But the e-document
system makes specific information and sends it to the public
key of the user via the blockchain. The user needs to use the
private key to sign the transaction back to the blockchain.
With the cryptographic process, any transactions sign by the
private key can be linked to the owner.

2) The electronic signature must be under the owner
control only

As the user does not send the electronic signature
directly between the e-Document system. The signing
process is performed in the user device, not in the server.
Therefore, only the owner can use his/her electronic
signature.

3) Electronic signature tampering can be detected.

Using blockchain protocol, it is known that the data
store in the blockchain is immutable. Therefore, there is no
chance that someone could tamper with the electronic
signature.

B. Digital Certificate issue

The latter issue is whether the proposed solution can
solve the problems in the existing solution. We compare the
proposed solution to the existing solution on the market as
shown in Table II.

1) Digital certificate cost model

As we proposed the electronic signature solution that
leverages the blockchain, we recommend using a public
blockchain as we need to have only one provisioned node
connecting to the blockchain network. Therefore, every
time the users identify themselves or the documents get
signed, we need to pay the transaction fee to the blockchain
network which changes the cost model to pay per sign
instead of per user per year in the existing solution.

2) Digital certificate generation cost model

The proposed solution solves the certificate sovereign
problem by allowing the users to generate a random key pair
without any fee. Furthermore, the process of identification
can be done without depending on a third party like CA. In
addition, the keys are stored in the user’s device such as
mobile phone. The user could notice quickly if the mobile
is lost.
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3) Timestamp server requirement

The proposed solution makes use of the blockchain as a
trusted witness as the electronic signature data sent between
the user and the e-document is stored as a transaction in the
blockchain. The blockchain acts as a trusted third party that
has no conflicts of interest with anyone as it works by
electronic instruction. In addition, each block in the
blockchain is associated with its block time. The block time
of the block is the timestamp that all nodes in the network
record the same value. Therefore, there is no need to set up
a timestamp server. Though the time precision could range
from few seconds to a few minutes, the signing document
does not require that high level of time precision. For
example, the director signs the document at 10:00 AM but
it would not matter if the block that contains the signature
has a block time at 10:01 AM.

V. CONCLUSION

In this paper, we have discussed the need for electronic
signatures in the epidemic era. Then, the shortcomings of
existing solutions and the related work were discussed.
After that, the workflow of the proposed approach was
explained. Using a public blockchain, the proposed
approach uses the blockchain as a third-party witness which
removes the need for a separate timestamp server. We then
evaluated the proposed method to Thai laws and compared
it to the existing solutions. The proposed method showed
that the trusted electronic signature according to Thai laws
could be done without purchasing a digital certificate from
CA, setting up company-owned PKI, and requiring a
timestamp server.

TABLE Il PROPOSED SOLUTION COMPARISON
Solutions Certificate + Trusted Timestamp
Management | e-signature server
cost (Section 26)
Everyone buys a High Yes Yes
certificate from
CA.
Only management Medium No Yes
buys a certificate
from CA.
The company buys Low No Yes
a single certificate
The company Medium Yes Yes
deploys its own
PKI
Use public Low Yes No
blockchain as PKI
(Proposed method)
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