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Abstract—Electronic  signatures  make  electronic
transactions to be legally valid. One of the electronic
transactions for government agencies is the issuance of
electronic certificates. An electronic certificate is a
document issued by government agencies to individuals
or legal entities to certify the transactions from that
government agency. The advantage of choosing a PDF
document is that the document format supports storing
documents and electronic signatures in a single file. This
makes the process of creating, verifying, and keeping
documents simple. However, government agencies are
required to purchase the certificates from a certificate
authority. The existing method is that government
agencies need to purchase digital certificates for every
user. This method has a high annual cost. Therefore, this
paper proposed a method for generating e-signatures for
electronic certificates by combining the certificates from
certificate authority which is based on the centralized
public key infrastructure, and the certificates from
blockchain protocol which is based on a decentralized
public key infrastructure. The proposed method does not
only reduce the cost of the certificates from a certificate
authority, but the signing process for the users is also
more convenient while the electronic certificate remains
compatible with the existing software.
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1. INTRODUCTION

Since electronic signature has been legalized in
Thailand [1-4], the transactions that have been done
electronically adopt the use of electronic signature into the
process. Though the definition of electronic signature
could be used with any electronic data [1], document
signing is one of the most widely adopted use cases for
electronic signature. According to the Act., the law does
not specify any technology but defines only the outcomes
and the properties of the electronic signature instead.
However, to make the use of electronic signature
compatible  throughout the country, Electronic
Transactions Development Agency (ETDA) has proposed
the specification for the document signing of the
government agency called Recommendation of Electronic
Certificate  Specification [5]. The recommendation
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contains the standards and the guidelines for the
preparation of electronic certificates to be reliable, legally
bound, legally enforceable, and can be used just like a
conventional transaction method previously practiced.
Therefore, the use of a Portable Document Format (PDF)
has been recommended. The main advantages of using
PDF documents are that the documents will be rendered
the same across devices and platforms using any PDF
reader software. In addition, the PDF document supports
embedding digital signature which is an instance of
electronic signature that make wuse of computer
cryptography techniques.

Though the PDF file format has been standardized to
ISO 32000-2[6], the initiation of the PDF was proprietary
to Adobe Inc. As a result, the system of digital signature in
PDF documents is built upon the centralized entities called
Certificate Authorities (CAs). The CAs are made of the
chain of trust in which the root certificate authorities are
the top-most ones that have been trusted and their public
keys are updated in every operating system. Each root
certificate authority can define its subordinate by which
the public key of the subordinate has been signed by the
private key of the upper ordinate. In addition, the signing
process allows the upper ordinate to specify the limitations
such as allowing sub-ordinate creation or the duration of
the trust. As a result, any entities that want to become the
subordinate CA must pay the annual fee which makes the
cost of the CA itself high. The sets of CAs, the chain of
trust, and the procedures to maintain together are called
public key infrastructure (PKI).

In Thailand, Thailand National Root Certification
Authority (Thailand NRCA) [7] has been established by
the Ministry of Digital Economy and Society and operated
by the Electronic Transactions Development Agency. The
main purpose of Thailand NRCA is the help organizations
in Thailand purchase digital certificates at a more
affordable price while maintaining the chain of trust from
the root CA. However, as the Thailand NRCA has its own
cost, the document signing certificates issued by Thailand
NRCA are still annually charged.

According to ETDA recommendation [5], the
electronic certificate should be signed in the name of the
person who holds the position in the government agency
and the name of the government agency. Furthermore, the
signing process requires a digital certificate from CAs.
The cost of the digital certificates can be seen as valuable
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if the number of users in the organizations is a few and
there are many documents needed to be signed. On the
other hand, using the certificate from CA can be costly and
unpredictable if the number of users is high and dynamic,
and when the users sign documents several times a year.
For example, hospitals and patients, government agencies,
and the people who contact those agencies.

Some implementations [8], [9] reduce the cost of
digital certificates by skipping the use of digital certificates
in the name of the person who holds the position in the
government agency. This kind of implementation tries to
mitigate the security issues by achieving a higher
authenticator assurance level (AAL) by which the users
are required to enter a one-time password (OTP) that
typically has a 30-second slot from various channels. This
not only makes the user experience complicated and slow,
but the security of the system is still also prone to
compromise by internal administrators.

Though there have been existing works that were
proposed to create digital signatures for document signing
using Dblockchain technology [10], the process of
embedding digital signatures is not supported in
conventional PDF software. To maintain the document’s
hash value, the document file was untouched. As the
result, the existing system [10] produces the signing result
in two separate files which are the original document and
the Certificate of Completion (CoC). The original
document is the electronic certificate issued by the
government agency and the CoC contains the users’
intention, the hash values of the original document, and the
transaction identifiers of digital signatures that are stored
in the blockchain. The existence of the document could be
verified by the date and time of the blockchain transaction.
While maintaining the security of the document signing
process, implementing digital signatures using blockchain
technology makes the process of creating, signing,
verifying, and maintaining the document radically change
from the traditional ecosystem.

To solve the problems, we propose a system that uses a
hybrid public key infrastructure which is built on the
centralized PKI and the decentralized PKI using
blockchain technology. Using our method, the
organization could greatly reduce the number of digital
certificates that are required to purchase while the security
of digital signature is not compromised, and the
compatibility of PDF reader software remains the same.

The organization in this paper starts with the
introduction of the problems of current electronic
signatures in electronic certificates in Section 1. Then we
discuss and analyze the related works in Section 2. After
that, Section 3 discusses the proposed method of using
hybrid public key infrastructures. In Section 4, we evaluate
the cost model and compare the manipulation process of
the PDF document in the proposed method to those in
centralized PKI and decentralized PKI alone. Finally, the
conclusion is drawn in Section 5.
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II.  RELATED WORKS

In this section, we first discuss the requirements for
electronic certificates issued by government agencies in
Thailand. Then, the existing works are categorized and
analyzed.

A. Related Laws and Recommendations

According to Electronic Transaction Act. [1-4], there
are 3 types of electronic signatures. The first type is a
general electronic signature, which is referred to as
Section 9 e-signature. The Section 9 e-signature is
electronic information that indicates the user’s intention
and has a mechanism to indicate the owner of the
signature. The main problem of the general electronic
signature is that the objector has no obligation to prove
untrustworthy, but the claimant has the burden of proving
trustworthy. The second type is a trusted electronic
signature, which is referred to as Section 26 e-signature.
The Section 26 e-signature is the electronic signature that
allows the user to create the signature without the
intervention of the server and the signature creation
process has a mechanism to associate with the owner of
the signature. This type of signature could be created
using organizational-signed digital certificates or
blockchain-based electronic signatures. The last type is
the trusted electronic signature that relies on CAs, which
is referred to as Section 28 e-signature. The Section 28 e-
signature has the same requirements as the Section 26
does but requires the mechanism to associate the owner of
the signature via a trusted organization such as CAs. In
both the Section 26 and the Section 28 e-signature, the
claimant does not have obligation to prove trustworthy,
but the objector has a burden to prove the untrustworthy
instead. The difference between these trusted e-signatures
is that the Section 28 e-signature has a more solid
mechanism to identify the owner of the signature without
a doubt. When signing the document using a trusted e-
signature, the process of identification and authentication
of the information system must conform to both the
identity assurance level (IAL) [11] and the authenticator
assurance level (AAL) [12]. The information systems that
implement trusted electronic signatures must pass the
minimum of IAL 2.1 and AAL 2 [13].

An electronic certificate is a document issued by

a government agency. Since the information types in

the electronic certificate are mainly text, tables, and

figures, ETDA recommends using PDF documents as
the main file format for electronic certificates [5]. This
is because the PDF file format is widely adopted,
supports the electronic signature functionality, and
supports the timestamp functionality. The timestamp
function allows a document to embed the validated
result of the electronic signature inside the document to
ensure long-term archiving of the document. However,
as the PDF file format evolves and many software
vendors have developed their PDF software, some



International Journal of Applied Computer Technology and Information Systems : Volume 12, No.2, October 2022 - March 2023

PDFs may be correctly rendered in one software, but
not in another. Therefore, Adobe Inc. introduced a new
standard called PDF/A [14] which is for long-term
archiving documents. The PDF/A standard limits the
functionality inside the PDF file and enforces more
strict rules to ensure renderability across PDF software.
Therefore, the ETDA recommendations indicate that
the electronic certificate must be in PDF/A format.

B.  Existing works

When the PKI was established on the Internet [15],
the root CA are formed by a few organizations that are
responsible for the security of the entire Internet. In the
centralized PKI, these CAs involve a high cost of
maintaining security, therefore the cost passes down to
the sub-ordinate CAs. In the document signing context,
the technology is mature and widely adopted. However,
the cost may not be affordable in some cases especially
when the number of users is high and dynamic, and
each user signs several times a year.

After the emergence of the concept of trust in a
trustless environment, blockchain becomes one of the
most popular protocols that have extensively relied on
asymmetric cryptography. There are two groups of
existing studies. The first group focuses on building the
infrastructure of the PKI [16-21] which aims to solve
the problem of traditional PKI by adapting blockchain
as a storage layer and using the public key as the
identity of the user. The other group makes use of smart
contracts on Ethereum-based blockchain [22-26] or
UTXO blockchain [10]. The works in this group allow
the users to sign the document without a trusted third
party. However, none of them solve the problem of
compatibility with conventional PDF software.

III. HYBRID PUBLIC KEY INFRASTRUCTURES

To solve the problem of compatibility between
traditional PKI and blockchain-based PKI, we proposed
the extension from [10] by designing the system to use
both traditional PKI and blockchain-based PKI. We extend
3 steps in addition to the previous work to make the
document format that supports hybrid public key
infrastructures. There are 3 steps for document preparation
as shown in Figure 1. Step 1, the system performs
conversion of another document format to a PDF
document when the staff uploads the file. The staff is the
person who is responsible for uploading and sending the
electronic certificate and may not have a legal right to sign
the document. Furthermore, the staff may send the same
document multiple times. Once the document is chosen to
be sent, in step 2, the system reserves the unique key for
that send called send identifier. Then, the system converts
the uploaded PDF document to PDF/A-3 format. The
PDF/A-3 is one of the PDF/A standards that support file
embedding into the PDF document. If the conversion is
successful, the system signed the document using the
digital certificate from CA. However, if the conversion is
failed, the system will simply sign the PDF document
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using the digital certificate from CA. By using digital
certificates from CA, the basic validation on proof of
source could be verified using conventional PDF software.
The digital certificate that the system uses is in the name of
the government agency only.
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Figure 1. Document Preparation Process

Once the staff has chosen the recipients of the
document, the system sends notifications to the user via
various channels. The users will submit their intention
through the web and confirm the intention using their
private key. The confirmation is done by creating a
blockchain transaction that refers to the hash value of the
signed PDF document. The system remains no change to
the signed PDF document. Therefore, every user that signs
the same document and the send identifier will refer to the
same hash value.

To generate the output that supports the digital
signature at the user level without modifying the signed
PDF document, we proposed a new structure of Certificate
of Completion (CoC) as shown in Figure 2. The proposed
CoC is the system-generated PDF/A-3 document in which
the metadata file and the signed PDF document as an
original document are embedded. The content of the CoC
contains the document information, the user's intention,
and the date/time of the signature. The metadata file is an
XML file that contains verification information and the
blockchain transaction. With the embedded metadata file,
modifying or updating the CoC does not result in changing
the hash value of the original document. In addition, the
CoC supports 2 methods of document verification. The
former method allows the user to upload the CoC through
the web application, and the latter method allows the user
to use the mobile application to scan the QR code provided
inside the CoC. The former method is suitable when the
user has a digital copy of the file while the latter method is
suitable when the user has a printed copy of the document.
In the verification process, the system checks for the
integrity between the values stored in the database against
those in the blockchain and provides the user with the
validation result.

Once the CoC is requested, the system also signs the
CoC using the digital certificate from CA. Though the
CoC contains the blockchain transaction that indicates the
existence of the PDF document and the users’ electronic
signature, the verification needs a few more steps that
require user instruction. Therefore, to improve the user
experience, the system also submits the signed CoC to the
timestamp server to prove the existence of the CoC.
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Figure 2. Proposed design of Certificate of Completion
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Figure 3. Example CoC opened in conventional PDF software

Finally, the timestamped signed CoC is returned to the
user. The user who has a digital copy of the file can use
any conventional PDF software to open the CoC. Figure 3
shows the example of the CoC in which the metadata file
and the signed original file are embedded.

When many government agencies are passing the
electronic certificate, the CoC could be treated as an
original document. As a result, the CoC as an embedded
file is wrapped inside another CoC that is generated from
another agency system. This nested structure makes the
output CoC archivable as everything is packed in a single
PDF file.

IV. PROPOSED METHOD EVALUATION

In this section, we analyze the proposed method
against the method using digital certificates from CA and
the method that fully utilizes blockchain technology. The
result is shown in Table 1.
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TABLE L COMPARISON OF PUBLIC KEY INFRASTRUCTURE IN
DOCUMENT SIGNING
Issues Centralized Decentralized Hybrid Public
Public Key Public Key Key
Infrastructure Infrastructure Infrastructures

Cost model High No cost Low

Association Widely Intra- Organization

between the | accepted oganization level is widely

key and the accepted

owner

The private key | Not supported | Supported Supported

can be used

cryptographic

device to

achieve AAL3

Validation Supported Not supported | Supported

using

conventional

PDF software

Archivable file Single file Multiple file Single file

Timestamp Required Not supported | Supported

Server

A.  Cost model

While a digital certificate is required for each user in
the centralized PKI, the hybrid method requires only one
digital certificate. This greatly reduces the cost of the
digital certificate. Furthermore, the cost between
decentralized PKI and hybrid PKI is insignificant.

B.  Association between the key and the owner

Since the user needs to submit official documents and
the public key to CA, the user information is stored in the
digital certificate and certified by a trusted third party.
Therefore, the association is widely accepted. On the other
hand, the system that uses decentralized PKI stores e-KYC
information in the database. The process of e-KYC could
be trusted intra-organization. However, the hybrid PKI
provides proof of source by a trusted third party as the
digital certificate at the organization level is used.

C. Authentication requirement

Since one of the properties of a multifactor
cryptographic device is that the private key can neither be
imported nor exported [12], the process of obtaining the
digital certificate from CA requires the users to import
their digital certificates to their devices. Therefore, the
device cannot satisfy the cryptographic device’s property.
This makes achieving AAL 3 difficult as the OTP is still
required. While the private key in the decentralized PKI
can be randomly generated and remained encrypted in the
device, the same key pair could be used as a multifactor
cryptographic device to achieve AAL 3.

D. Validation process

The validation process in centralized PKI can be done
through conventional PDF software while the
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decentralized PKI does not provide a typical way to verify
without building a custom application or system to verify
the document. The hybrid PKI provides the bridge
between those PKIs by which the user can validate the
document through conventional PDF software. Once the
validation is passed, the user may perform a deep
validation on decentralized PKI can be done afterward.

E.  Archiving process

Since digital signature functionality is built in PDF
format, the centralized PKI and the hybrid PKI could make
a signed document in a single file. However, the system
that uses the decentralized PKI cannot embed electronic
signature data unless the file's hash value is changed.

F. Timestamp server

In the centralized PKI, the signed document cannot
prove its existence since the file creation unless the file
was submitted to a timestamp server. A timestamp server
keeps track of a unique identified value of each document
and embeds the result in the PDF document. However, the
timestamp functionality in the decentralized PKI is not
supported as it makes the file’s hash value change. The
system that uses decentralized PKI must provide an
additional channel to verify the file's existence. However,
the hybrid PKI supports the timestamp functionality on the
CoC which is compatible with conventional PDF software
as well as the date/time of the blockchain transaction when
the document is deeply validated.

G. Implementation and Usage

We have successfully implemented the document
management system using the proposed method to create
a Section 26 trusted e-signature for every user in the
Faculty of Engineering and Architecture ' , the
Rajamanagala University of Technology Suvarnabhumi.
The system has 136 registered users which can save the
cost of the certificate from CA 204,000 baht per year. The
system has issued 15,138 trusted electronic signatures and
saved the printed paper for 96,000 pages.

V. CONCLUSION

In this paper, we have discussed the issues when using
the centralized PKI to support the digital signature of
electronic  certificates and the shortcomings of
decentralized PKI in the document signing context. Then,
we proposed the hybrid PKI method that makes use of
both centralized PKI and decentralized PKI. The proposed
method greatly reduces the cost of digital certificates from
CA while supporting the functionalities in a traditional
ecosystem. The hybrid PKI improves the user experience
in validation and archiving electronic certificates when
compared to the use of electronic signatures that rely on
the decentralized PKI only.

! https://fea.thaismartcontract.com
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